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Transmission Control Protocol
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1. INTRODUCTION

The Transmission Control Protocol (TCP) is intended for use as a highly reliable host-to-host
prolocol between hosts in packet-swilched compuler communication networks, and especially in
intecrconnected systems of such netwaorks.,

This dncument describes the functions to be performed by the internetwork Transmission
Conlrol Protocol (TCP), the program that implemenis if, and its interface to programs or users
thal require its services. :

1.1. History

There have been four grevious TCP specifications: The first [COS74] defined version 1 of
TCP. A socond [PGR76a] was writlten for the Defense Communications Agency in
conneclion with its AUTODIN Il project. The third [Cerf 77] defined version 2, for use in
the ARPA internetwork research projects. The fourth [CP78] defined version 3, a

refinement of version 2.
The AUTOJIN Il version differed from the original version in the following ways:

Specification of & resynchronization mechanism was included, and fields for security and
priorily, which were known requirements of AUTODIN Il, were added.

The internet version 2 differed from the original version in the following ways:

A diflerent resynchronizalion procedure was introduced; an "option” field was defined
ior the TCP header lo accommodate not only security and priority but other special
fealures concerned wilh, for example, packet speech services, diagnostic timestamping,
and s0 on.

This wversion eliminated all error messages but for RESET and thus simplified the header
formal. There are slill many local errors which can be reporled to the user, but none of
these neod cross the network(s) between TCP's.

Connection closing was slightly more elaborate in Version 2 than in version 1 because the
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FIN sipnals had o be acknowledged. Furlhermore, the INT and FIN facilities no longer
caused flushing of the data stream. (A separate "flush” facility was tested, but
eliminated, in the end.) Dealing with flow-control windows that have gone to zero was a
new feature of version 2, and, finally, the reassembly of fragments into segments was
more carefully specified.

In version 3 TCP further evolved. The primary changes from version 2 were:

The resynchronization mechanism was eliminated In favor of a quiet period on
initialization of the TCP.

Buffer managemenl and lellers were more tightly coupled by the coupling of the end of
letler flag to a receive buffer size.

The interrupt signal was eliminated in favor of an urgent pointer.

A furlher separation of the internet and TCP specific information in the packet format
was achieved, with provision for variable length addresses in the Internet header.

Version 4 TCP specified here has the following changes:

All addressing information (including port identification) has been eliminated and is
expecled to be carried in the internet protocol.

Frigmentation and reassembly has beeneliminated from TCP and made the responsibility
of the internet protocel module. . '

1.2. Scope

The TCP Is Intended lo provide a reliable process-to-process interprocess communication
service in a mullinelwork environmenl. The TCP is intended to be a host-to-host protocol in

common use in multiple networks,
1.3. Olher Documentation

For other documentalion see the items cited in the History Section (1.1}, and the items
lisled in the Bibliography.
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1.4. Interfaces

The TCP interfaces on one side to applicalion processes, and on the other side to a
transmission protocol such as Internetwork Protocol.

The inlerface belween an application process and the TCP is illustrated in reasonable detail.
This interface connsists of a set of calls much like the calls an operating system provides to
applicalion process for manipulaling files. For eaxmple there are calls to open and close
connections, and to send and receive letters on eslablished connections. It is also expected
thal the TCP can asynchronously communicate with application programs via events.

The inlerface between TCP and a transmission protocol is essentially unspecified except that
il is assumed there is @ mechanism where by the two can pass information to each other
such as evenls,

1.5. Operation

Several basic assumplions are made about process-to-process communication and these are
listed here without further justification. The interested reader is referred to [CK74,
Tomlinson74, Belsnes74, Dalal784, Dalal75, Sunshine76a, CEHKKS77] for further
discussion,

HOS5Ts are computers altached to a nelwork, and from the communication network’s point
of viow are the sources and destinalions of messages. PROCESSES are viewed as the active
clemenls of all host computers in a network (in accordance with the fairly common
definition of e process as a program in execution). Even terminals and files or other I/O
media are viewed es communicating through the use of processes. Thus, all network
communication Is viewed as inter-process communication.

Since a process may need to distinguish among several communication streams between
itsell and snother process [or processes], we imagine that each process may have a
number of PORTs through which it communicates with the ports of other processes.

Since port names are selected independently by each operating system, TCP, or user, they
may nol be unique. To provide for unique names at each TCP, we concatenate an internet
ADDRESS specific to the TCP level with a port name to create a SOCKET name which will be
unique throughout all networks connected together.

For example
Network = ARPANET (number 12},
Hosl = ISI-TEMEXA {imp 22, host 1),
Port = FTP-Server {(porl 3}

ar
PBRR1P1P-BER1G118-PERRRAAREABAREA]
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‘A pair of sockets form a CONNECTION which can be used to carry data in either direction
{(ie. "full duplex"). The connection is uniquely identified by the <local socket, foreign
sockel> address pair, and the same local socket neme can participate in multiple
connections lo differenl foreign sockets.

. Processes exchange finite length LETTERS as a way of communicating; thus, letter
boundaries might be significant in some process-to-process communications. However, the
length of a letter may be such that it must be broken into SEGMENTS before it can be
transmitled to its destination. We assume that the segments will normally be reassembled
info a leller before being passed to the receiving process. A segment may contain all or a
part of a letter, but that a segment never contains parts of more than one letter.

Furlhermore, there is no restriction on the length of a letter. A connection might be formed
lo send a single long letter {a stream of byles, in effect). In fact, processes can
communicate via TCP without ever marking the end of a letter, but we think this is atypical
of most anticipated use.

There is, however, a coupling between letters as transmitted and the use of buffers of data
that cross the TCPfuser interface. Each time an end of letter (EOL) signal is associated
with data placed into the receiving user’s buffer, the buffer is returned fo the user for
processing even if the buffer is not filled.

We specifically assume that segments are transmitted from Host to Host through means of
a PACKET SWITCHING NETWORK (PSN) [RW70, Pouzin73] This assumption is probably
unnecesséry, since a circuit swilched nelwork, or a hybrid combination of the two, could
also be used, but for concreteness, we explicilly assume that the hosts are connected to one

or more PACKET SWITCHES [PS] of a PSN [HKOCW70, Pouzin74, SW711

Processes make use of the TCP by handing it letters (or buffers filled with parts of a letter).
The T1CP breaks these into segments, if necessary, and then embeds each segment in an
INTERNETWORK PACKET. Each inlernetwork packet is in turn embedded in a LOCAL
PACKET suitable for transmission from the host to one of its serving PSs. The packet
swilches may perform further formatting, fragmentation, or other operations to achieve the
delivery of the local packet to the destination Host,

The fterm LOCAL PACKET is used generically here to mean the formatted bit string
exchanged belween a host and a packet switch. The format of bit strings exchanged
between the packet switches in a PSN will generally not be of concern to us. If an
inlernctwork packel is deslined for a TCP in a foreign PSN, the packet is routed to a
paloeway which connecls the originating PSN with an intermediate PSN or with the
destination PSN. Routing of internetwork packets to the gateway may be the responsibility of
the source TCP or the local PSN, depending upon the PSN services available.

The model of TCP operation is that there is a basic gateway (or internet protocel module)
pssociated with each TCP which provides an interface to the local network. This basic
galeway performs routing and packet reformatting or embedding, and may also implement
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conpestion and error control between the TCP and gateways at or intermediate to the
deslination TCP.

Al a galeway belween networks, the internetwork packet is "unwrapped” from its local
packel formal and examined to determine through which network the Internetwork packet
should {ravel next. The inlernetwork packet is then "wrapped" in a local packet format
suitable 1o the next nelwork and passed on to a new packet switch.

A paleway is permitled to break up a segment carried by an internetwork packet into
smaller FRAGMENTS if this is necessary for Iransmission through the next network. To do
this, the galeway produces a sel of internetwork packets, each carrying a fragment.
Fragments may be broken inlo smaller ones at intermediate gateways. The packet format is
desipned so  thal the destination gateway can reassemble fregments into segments.
Srgmenls, of course, can be reassembled into letters by the destination TCP.

The TCP is responsible for regulaling the flow of internetwork packets to and from the
processes it serves, as a way of preventing its host from becoming saturated or overloaded
with traffic. The TCP is also responsible for retransmitling unacknowledged packets, and
for delecting duplicates. A consequence of this error detection and retransmission scheme is
that the order of lellers received on a given connection can also be maintained
[CK74,Sunshine75]1 To perform these funclions, the TCP opens and closes connections
between porls,

Poslel [Page 5]



DRAFT June 1978

TCP-4 Specification
Philosophy

[Page 6] Postel



June 1978 DRAFT
TCP-4 Specification
Philosophy

2. PHILOSOPHY

2.1. Lessons Learned

e

2.2. Relaled Work

77

2.3. Mechanisms Explained

The key idea of TCP is thal processes exchange letters via connections. TCP ulilizes many
mechanisms to provide this service.

Processes are supporled by the host operating system.

Letlers are supporled by the reliable transmission of TCP segments containing beginning
and end of letler flaps. Transmission is made reliable via the use of sequence numbers
and acknowledgements,

Connections are supported via procedures 1o establish and clear connection. These
procedures utilize the synchronize (SYN) and finis (FIN} control flags, and involve a
three-way hand shake. Conneclions are identified by pairs of addresses that include port
identifiers. Such-address are, called sockels fo stress that fact.

Letlers

A letler is & sequence of one or more successive oclets (8-bit bytes) on a TCP
conneclion. The beginning of a letter is marked by a BOL control flag in a packet. The
end of a letler is marked by the appearance of an EQL control flag in a packet. A letter
is the minimum unit of information which must be passed from a receiving TCP fo a
receiving process. A TCP may pass less information to the receiving program, but when
a TCP has a complete letter it must not wait for more data from the remote process
before passing the lelter to the receiving process if the receiving process is ready to
accept it.

The TCP as a Post Qffice

The TCP acts in many ways like a postal service since il provides a way for processes o
exchange letters with each other,

It sometimes happens that a process may offer some service, but not know in advance
what ils correspondents’ addresses are. The analogy can be drawn with a mail order
house which opens & post office box which can accept mail from any source. Unlike the
post box, however, once a letter from a particular correspondent arrives, the resulting
connection becomes specific fo the correspondents until the correspondents declare
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olherwise--thus making the TCP more like a telephone service, Without this
parficularization, the TCP could not perform its flow control, sequencing, duplicate
deteclion, end-lo-end acknowledgement, and error control services.

Well Known Sockets

Well known sockets are a convenient mechanism for a priori associating 8 socket name
wilh a standard service. For instance, the "telnet-server” process might be permanently
assigred to a parlicular socket, and other sockets might be reserved for File Transfer,
Remote Job Entry, text generalor, echoer, and sink (the last three being for test
purposes). A sockel name might be reserved for access to a "look-up" service which
would return the specific sockel at which a newly created service would be provided.

For compatibility with ARPANET socket naming conventions, we refer to the list of
assigned sockels in RFC 739 [Postel77]

TCP implemeniors should note, however, that the gender and directionality of NCP
sockels do nol apply to TCP sockets, so that even numbered as well as odd ones can
serve as well known sockels.

Sockels and Addressing

We have borrowed the term SOCKET from the ARPANET terminology [CCC70, DCA76].
In grneral, a socket is an internelwork ADDRESS including a PORT identifier. A
CONMECTION is fully specified by lhe pair of SOCKETS at each end since the same local
socket name may participate in many conneclions to different foreign sockets.

Once the connection is specified in the OPEN command the TCP supplies a (short)} local
connection name by which the user refers to the connection in subsequent commands.
As will be seen, this facilitates using connections with initially unspecified foreign sockets.

TCP's are free lo associale ports wilh processes however they choose. However, several
basic concepls seem necessary in any implementation. There must be well known
sotkels which the TCP associales only with the “"appropriate” processes by some means.
We envision thal processes may "own" sockets, and that processes can only initiate
connections on the sockets they own., (Means for implementing ownership is a local
issue, but we envision a Request Port user command, or a method of uniquely allocating
a group of ports to a given process, e.g. by associating the high order bits of a port name
wilh a given process.)

Once initiated, a connection may be passed to another process that does not own the
local socket (eg. from “lopger” to service process). Strictly speaking this is a
reconnection lssue which might be more elegantly handled by a general reconnection
protocol as discussed below. To simplify passing a connection within a single TCP
"invisible” swilches are be allowed.

Of course, each connection is associated with exaclly one process, and any attempt to
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reference that connection by another process should be treated as an error by the TCP.
This prevents snolher process from stealing data from or inserting data into another
process' dala siream, and also prevents masquerading, spoofing, or other forms of
malicious mischief {(given a correct implementation of TCP in a protective operating

system environment}.

A conneclion is "inilialed” by the rendezvous of an arriving internetwork packet and 8
wailing Transmission Control Block (TCB) created by a user OPEN, SEND, URGENT, or
RECEIVE command. The malching of local and foreign socket identifiers determines
when a successful connection has been initiated. The connection becomes "established"
when sequence numbers have been synchronized in both directions.

Il is possible to specify a socket only parlially by setting the PORT identifier to zero or
sctting bolh the TCP and PORT identifiers to zero. A socket of all zero is called
UNSPECIFIED. The purpose behind unspecified sockets is to provide a sort of "general
delivery” facility (useful for processes offering services on "well known" sockets).

There are bounds on the depree of unspecificity of socket identifiers. TCB's must have
fully specified local sockets, although the foreign socket may be fully or partly
unspecified. Arriving packels must have fully specified sockets.

We employ the following notation:
x.y.z = fully specified sockel with x=net, y=TCP, z=port
x.y.u = as above, bul unspecified porl .
x.u.u = as above, but unspecified TCF and port
uu.u = completely unspecified
wilh respect to implementation, u = 0 [zero]

We illustrate the principles of malching by giving all cases of incoming packets which
malch with existing TCB's. Generally, both the local socket field of the TCB and the
destination socket field of the arriving packet must match, and the foreign field of the
TCB and the source sockel field of the arriving packet must match.

TCB-local TCB-foreign Packet-source
Facket-destination

{a) a.b.c e.f.g e. f.q a.b.c
{b) a.b.c e.f.u e.f.g a.b.c
{e) a.b.c e.u.u e.f.q a.b.c
() a.b.c u,u.u e.f.qg a.b.c

There are no olher legal combinations of socket identifiers which match. Case (d) is
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typical of the ARPANET well known sockel idea in which the well known socket (ab.c)
LISTENS for a connection from any {uu.u) socket. Cases (b) and (c) can be used to
restrict matching to a parlicular TCP or net. More elaborate masking facilities could be
implemented withoul adverse eflfects, so this malching facility could be considered the
minimum acceplable for TCP operation.

Reconnection Prolocol

Port identifiers fall into two calegories: permanent and transient. For example, a
Telnet-server process is generally assigned a port identifier that is fixed and well known.
Trancient processes will in general have port identifier’s which are dynamically assigned.

In a distributed processing environment, two processes that don't have well known port
idenlifiers may often wish to communicate. This can be achieved with the help of a well
known process using a reconneclion prolecol. Such a protocol is briefly outlined using the
communication facilities provided by the TCP. It essentially provides a mechanism by
which porl idenlifiers are exchanged in order o establish a connection between a pair of
sockels,

Such a protocol can be used to achieve the dynamic establishment of new connections in
order fo have multiple processes solving @ problem co-operatively, or to provide a user
process access to a server-applicalion process via a server-exec process, when the
sorver-exec’s end of the conneclion can not be invisibly passed to the server-application
process,

A rpapor on this subjecl by R. Schanlz [Schantz74] discusses some of the issues
associaled with reconneclion, and some of the ideas tontained therein went into the
design of the protocol outlined below.

In the ARPANET, a protocol {called the Initial Connection Protocol [Postel72]) was
implemented which would allow a process to connect to a well known socket, thus making
an implicit request for service, and then be swilched to another socket so that the well
known socke! could be freed for use by others. Since sockets in our TCP are permitted to
parlicipale in more than one conneclion name, this facility may not be explicitly needed
(i.e. conneclions <A,B> and <A,C> are distinguishable).

However, the well known sockel may be in one nelwork and the actual service socket(s)
may be in another nelwork {or at leasl in another TCP). Thus, the invisible switching of a
conneclion from one port fo another within a TCP may not be sufficient as an "Initial
Conneclion Prolocol”., Let Nx be a network identifier, and Tx be & TCP identifier. We
imagine that e process wishes to use socket N1.TLQ to access well known socket
N?.12.P. However, the process associated with socket N2.T2.P will actually start up a
now process somewhere which will use N3.73.5 as its server socket. The N(i) and T(i)
may be dislinel or the same. The user will send to N2.T2P the relevant user information
such as user name, password, and account. This Intermediate server will start up the
aclual server process and send to NI.TL.Q the actual service socket identifier: N3.T3.5.
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The connection (NL.TL.QN2.T2.P) can then be closed, and the user can do a RECEIVE
on (N1.T1.QN3.T3.5). The serving process can SEND on (N3.T3.5NLTLQ). There are
many variations on this scheme, some involving the user process doing a RECEIVE on a
dilferent  socket (eg. (NLTIXUUU) with the server doing SEND on
(NI TISNI.TLX)

Without showing all the detail of synchronization of sequence numbers and the like, we
can illustrate the exchange 8s shown below.

USER SERVER

1. RECEIVE(N2.T2.P,U.U.U)

1. SENDI(N1.T1.Q,N2.T2.P)==>
<== 2. SEND(N2.T2.P,N1.T1.0)

with "N3.T73.5" as data

2. RECEIVE(N1.T71.Q,N2.72.P)

b

. CLOSE(N1.T71.Q,N2.72.P)==>

<== 3. CLOSE(NZ.T2.P,N1.T1.0)
4. RECEIVE(N1.71.0,N3.73.5)
== 4, SEND(N3.T3.5,N1.T71.0)
Reconnection Protocol Example
Figure 1.

Al this point, a connection is open between N1.T1.Q and N3.T3.5. A variation might be
lo have the user do an extra RECEIVE on (NLTLX,UUU) and have the data "N1.TL.X"
be sent in the firs! user SEND. Then, the server can start up the real serving process and
do a SEND on (N3.T3SNLT1X) without having lo send the "N3.T3.5" data to the
user. Or perhaps both server and receiver exchange this data, to assure security of the
ullimale connection (i.e. some wild process might try to connect to NLTLX if it is merely
RECEIVING on foreign socket ULLUL).

We do nol propose any specific reconnection protocol here, but leave this to further
deliberation, since it is really a user level protocol issue.

Furlher work on reconnection is in progress and version 4 of TCP may include provisions
for reconnection via TCP control exchanges.
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The following diagram illustrates the place of the TCP in the protocol hierarchy.

4= + Fo==== + $==——- + o +
ITelnet! ! FTP 1 I¥aice! ... ! !
e e FIRSr I + - +
i | l
e % Fmmman + $mmmmmt
I TCP | I RTP | ! !
dm———— + e + e +
[ I 1
e e e T o Er e
! Internet Protocol !
e e e +
!
R S A g ot gL +
I  Local Netuork Protocol !
e e e +

Protocel Relationships

Figure 2.

Il i= expecled that the TCP will be able to support higher level protocols efficiently. It should
be easy lo inlerface existing ARPANET prolocols like TELNET [DCA76] and FTP [DCA76]

fo the TCP.
25. Problems Remaining
Major Points
A real formal specification is noeded.
The protocol must be verified.
Technical lssues
2.6, Fulure Direclions

777
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3. SPECIFICATION

3.1. Formalisms Explained

The malterial in the following section by no means qualifies as a formal specification, but it is
a close as we have on hand. Firsl is a stale diagram of the connection opening and closing
sequences, followed by a description of the action to be taken when is state x and event y
occurs for the expected combinations of x and y.

3.2. Formal Specificalion

The opening and closing of 8 connection progresses through a series of states as shown In
the following diagram.
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CLOSED
ClL OSE
Delete TCB
OFPEN CLOSE
Create TCPB Delete TCB
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OPEN
Rey SYN —SEND or LIRG
Snd SYN, ACK nd SYN
Hoy SYN
SYN Snd ACK SYN
RCVD = SENT
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N o 1 1 ESTAB Snd ACK
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_CI0sF _Bov FIN
f Snd FIN Snd ACK
FIN CLOSE
HAIT WAIT
Ry FIN —CLOSE
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TCP Conneclion State Diagram

. [FPage 16]

Figure 3

Postel



- June

1978 DRAFT
TCP-4 Specification

Specification

TCP Connection Stale Transilions

Postel

The state diagram above only illustrates state changes (and actions which occur as a
resull), but addresses neither error conditions nor actions which are not connected with
stale changes. In this section, more detail is offered with respect to the reaction of the
1CP to warious events (user command, packe! arrivals). The characterization of TCP
processing of control packels and reaclion to user commands is relatively terse. Certain
implementation choices can make the realization of the specified processing fairly
compact. For the sake of compactness, this seclion deliberately avoids much explanatory
malerial which can be found in the implementation seclions. Thus, this section is
internded more as a reference than as a lulorial.

Furthormore, it should be kept in mind that some control information occuples sequence
number space along with dala. This latler point means that there is a natural order in
which lo process the data and control porlions of an incoming packet and that certain
conlrols will change the connection slate BEFORE later control or data (i.e, those
assipned higher sequence numbers) are processed.  An implementation could take
advantage of this sequencing to keep track of which portions of a packet (data and
conlrol) had elready been processed. MNote lhal by assigning sequence numbers to some
conlrol bils, it is possible to use the normal acknowledgment mechanisms to acknowledge
receipt of control information and to filler out duplicates.

A nalural way to think about incoming packel processing is to imagine that they are first
tested for proper sequence number (ie., that their contents lie in the range of the
expected "receive window" in the sequence number space) and then that they are
queued and processed in sequence number order. We are, in this view, ignoring for the
moment the problem of reassembling segments that overlap other, already received,
packets,

We hzve chosen to organize the description according to the connection state, to key the
descriplion to figure 3. In the following specifications the user events are mutually
exclusive, while the incomming packet may call for some or all of the steps described to
be carried out. When a packel causes a state change, but carries more data or control
which should be processed, it is appropriate to continue processing in the new state, but
processing of the packel’s acknowledgment field or sequence number field should not be
repeated (lest a packet which looked valid before appear to be an old duplicate or have a
bad acknowledgmenl field as an artifact of the state change).

A TCP must typically maintain certain state information about each connection in order to
sequence packels. For reference, we present a list of terms In the Glossary which are
used in the action summaries for each state,
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|._ SEND WINDOM

ke sent, but un-ACKed Gha&ht . i
PO,
T' LEFT-SEQUENCE SEND-SEQUENCE
. MAXIMUM-WINDOM 4|
L RECEIVE-WINDOW e |

i

RECE1YE-SEQUENCE

Sequence Number Management

Fipure 4,

Cerlain error responses shown below are generic. Error Information is reported in
1CP-lo-user messapes. User commands referencing conneclions that do not exist receive
"tonnecction nol open" (EP3) and references lo connections not accessible to the caller
receive "connection illegal for this process" (EPl). We have not repeated these generic
responses in each description of aclion performed for each connection stale. Overt
allempts to SEND or signal URGENT on a connection with unspecified foreign socket
results in a "foreign sockel unspecified” (ES) response.
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CLOSED STATE (i.e. connection does not exist)
User Commands

1. OPEN

Create a new fransmission control block TCB to hold connection state
information.  Fill in local socket identifier, foreign socket if present (the
conneclion is passively "listening” if the foreign socket is unspecified), and user
timeoul information. Some implementations may issue SYN packets if the
foreign sockel is fully specified. In this case, an initial sequence number (ISN) is
colected and 8 SYN packet formed and sent. The LEFT-SEQUENCE Is set to
ISN, the SEND-SEQUENCE to ISN + 1, and SYN-SENT state is entered.

If the caller does nol have access to the local socket specified, refurn
"conneclion illegal for this process.” (EP1). If there is no room to create a new
conneclion, return "insufficient resources” (4).

2. SEND, URGENT, CLOSE, ABORT, RECEIVE, STATUS
Error relurn "Connection not open” (EPa).

Ii the user should no have access to such a connection, "connection illegal for
this process™ {EP1) may be relurned.

Incoming Packels.

All incoming packets are discarded. For an incoming packet containing an ACK,
excepl for incoming RST packets which should be ignored, a RST is created with a
sequence  number  (PKT-SEQUENCE) equal to the acknowledgment field
(PKT-ACKNOWLEDGMENT) of the incoming packel (if it has one; otherwise
PKT-SEQUENCE is set to zero or, ISN). The acknowledgment field of the RST
chould be sel to the sum of the incoming PKT-SEQUENCE and PKT-LENGTH. The
RST and ACK control bits for the outbound packet should be set (see figure 12).

OPEN STATE
User Commands
1. OPEN
Return “slready OPEN" (EPE)

2. SEND or URGENT

Selecl an SN, send a SYN packet, set LEFT-SEQUENCE to ISN and
SEND-SEQUENCE to ISN + 1. Enler SYN-SENT state. Data associated with
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SEND may be sent with SYN packet or queued for transmission after entering
ESTABLISHED state. URGENT can be senl as a combination SYN, URG packet.
If there is no room to queue the request, respond with "insufficient resources”
(4).

RECEIVE
Queue request if there is space, or respond wilh "insufficlent resources" (4)
CLOSE

Delete TCB, return "ok" (0). Any outstanding RECEIVES should be returned
with "closing” responses {F12).

ABORT

Delete TCB, return "ok™ (0) any oulstanding RECEIVES should be returned with
"conneclion reset” (P14} responses.

STATUS

Return state = OPEN .

Incoming Packels

[Page 20]

1.

ACK

Any acknowledgement is bad if it arrives on a connection still in the OPEN state.
A resel (RST) packet should be formed for any arriving ACK-bearing Packet,
excepl another RST. The RST should be formatted as follows:

<SEQ PKT-ACKNOWLEDGMENT><RST><ACK PKT-SEQUENCE + PKT-LENGTH=
Thus the RST will acknowledge any tex! or cantrol in the offending packel.
SYN

RECEIVE-SEQUENCE should be sel to PKT-SEQUENCE + 1 and any other control
or lext should be queued for processing later. ISN should be selected and a
SYN packet sent of the form:

<SEQ ISN><S¥N><ACK RECEIVE-SEQUENCE>

SEND-SEQUENCE should be set to ISN + 1 and LEFT-SEQUENCE to ISN. The
connection stale should be changed to SYN-RECEIVED. Note that any other
incoming control {combined with SYN) will be processed in the SYN-RECEIVED
state. Processing of SYN and ACK should nol be repeated,
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3. Other text or control

Any other conlrol or text-bearing packet (not containing SYN) will have an ACK
and thus will be discarded by the ACK processing. An incoming RST packet
could nol be valid, since it could not have been sent in response to anything
sent by this incarnation of the connection.

SYN-SENT STATE
User Commands
1. OPEN
Relurn "already OPEN" (EP6)
2. SEND or URGENT

Queue for processing after the connection is ESTABLISHED or packetize,
starting with the currenl SEND-SEQUENCE number. Typically, nothing can be
sent yel, anyway, because the send window has not yet been set by the other
side. If no space, return "insufficien! resources” (4).

3. RECEIVE

Queue - for . later processing unless there is no room, in which case return
"insufficient resources” (4).

4, CLOSE

Delele the TCB and relurn “closing” (P12) responses to any queued SENDs,
RECEIVES, or URGENTs.

5. ABORT

Delete the TCB and return “reset™ {P14) responses io any gueued SENDS,
RECEIVES, or URGENTs.

6. STATUS
Return state = SYN-SENT; SEND-SEQUENCE, RECEIVE-WINDOW

Incoming packets

1. ACK

If  LEFT-SEQUENCE < PKT-ACKNOWLEDGMENT <= SEND-SEQUENCE then
the ACK is acceplable. LEFT-SEQUENCE should be advanced to equal
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[Pape 22]

PKT-ACKNOWLEDGMENT, and any packel(s) on the retransmission queue which
are thereby acknowledged should be removed.

If the packet acknowledgment is not acceptable, a RST packet should be formed
{excepl when the offending packet is also a RST) which carries the
PKT-ACKNOWLEDGMENT as a sequence number, and acknowledges all text and
control of the offending packet.

. S5YN

RECEIVE-SEQUENCE should be sel to PKT-SEQUENCE + 1 and any packet text
or control queued for later processing. If the packet has an ACK, change the
connection slate to ESTABLISHED, olherwise enter SYN-RECEIVED. In any case,
form an ACK packel:

<SEQ SEND-SEQUENCE><ACK RECEIVE-SEQUENCE>

and send it.

. RBT

Delele TCB, enter CLOSED state.

4, Olher text or control.

Incoming packets with other .control ‘or text combined with SYMN will be
processed in SYN-RECEIVED or ESTABLISHED state. Arriving packets which do
not contain SYN are either old duplicates or out-of-order arrivals. Since these
must contain ACK fields, they will have been discarded by earlier ACK

processing,

b. User Timeout.

If the user timeoul expires on a packet in the retransmission queue, abort the
connection, notifying the user ‘“retransmission timeout, connection aborted”
(EP9), and flushing all queues, returning RECEIVES, SENDS or URGENTs with
the same error (EP9). Delete the TCH.
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SYN-RECEIVED STATE

User Commands

OFEN
Return "already OPEN" (EP&)
SEND or URGENT

Queue for later processing after entering ESTABLISHED state, or packetize and
queve for output. If no space o queue, respond with “insufficient resources”

(4)
RECEIVE

Queue for processing after entering ESTABLISHED state. If there is no room to
queue this requesl, respond with "insufficient resources” (4).

CLOSE

Queue for processing after enlering ESTABLISHED state or packelize and send
FIN packel. If the latter, enter FIN-WAIT state.

ABORT
Delete TCB, send a RST of the form;
<SEQ SEND-SEQUENCE><RST><ACK RECEIVE-SEQUENCE>

and return any unprocessed SENDs, URGENTs, or RECEIVEs with "reset” code
(F14).

STATUS

Return slale = SYN-RECEIVED, LEFT-SEQUENCE, SEND-SEQUENCE,
SEND-WINDOW, RECEIVE-SEQUENCE, RECEIVE-WINDOW, and other desired
statistics number of (SEND, RECEIVE buffers gueued), packets queued for
reassembly, for retransmission, elc.

Incoming Packels

1.

Postel

Check PKT-SEQUENCE

If RECEIVE-SEQUENCE < PKT-SEQUENCE +MAX {0,PKT-LENGTH-1)
< RECEIVE-SEQUENCE + RECEIVE-WINDOW then the packel sequence
number is acceptable. If not, form a reset (RST) packet:
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<SEQ PKT-ACKNOWLEDGMENT> <RST>
<ACK PKT-SEQUENCE + TEXT-LENGTH=

If the incoming packet is RST or has no ACK, discard it, and do not send RST
formed above. MNote that the lest above guarantees that the last sequence
number used by lhe packel lies in the receive-window. The special "MAX"
operation makes cerlain thal empty ACK packels, whose length are O, will be
accepled. If the RECEIVE-WINDOW is zero, ne packets will be acceptable, but
special allowance should be made to accept valid ACKs.

Insisting that PKT-SEQUENCE (i.e, the first sequence number occcupied by the
packel} lie in the RECEWE-WINDOW could lead to deadlock in the case of
alternate galeway rouling and different fragmentation.

A Scenario:
Assume the receivers RECEIVE-SEQUENCE is 1.
The sender transmils a packel {pl) containing data oclets 1 through 8.

Gateway A fragments pl into two new packets, the first {(p2) carries data
octets | through 4, and the second (p3) carries data octets 5 through 8.

Packel p? arrives al the receiver and is found acceptible. The receiver sels
the RECEIVE-SEQUENCE to 5.

Gateway A breaks,
The sender timesoul and refransmils pl as pd.
The receiver finds p3 aflicted with errors and discards it.

Gateway B fragments pd into lhree new packets, the first (p5) carries data
oclets 1 through 3, the second (p6) carries data octets 4 through 6, the
third {p?¥) carries data octets 7 and 8.

Whon pb arrives at the receiver it is acknowledged then discarded since it is
completely below the RECEIVE-SEQUENCE.

When p6 arrives al the receiver it is acknowledged then if the special MAX
function were not used it would be discarded since It's PKT-SEQUENCE is

below the RECEIVE-SEQUENCE.

A deadiock would develop if p6 were discarded, and if when the sender
retransmitted it always sent the complete contents of the original packet pl.
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2. ACK

If LEFT-SEQUENCE < PKT-ACKNOWLEDGMENT <= SEND-SEQUENCE then
sot LEFT-SEQUENCE = PKT-ACKNOWLEDGMENT, remove any acknowledged
packels from the retransmission queue, and enter ESTABLISHED state.

If the packet acknowledgment is not acceptable, form a reset packet, as for the
bad sequence case above, and send it, unless the incoming packet is an RST, in
which case, il should be discarded.

RST

If the packet has passed sequence and acknowledgment tests, it is valid. Return
this connection to OPEN state. The user need not be informed. All packets on
the retransmission queue should be removed. All packetized buffers must be
assigned new sequence numbers, so they should be requeued for re-packetizing.

. Dther text or control

If there is other control or text in the packet, it can be processed when the
connection enters the ESTABLISHED state.

User Timeout

It the wser fimeoul expires on any packet in the retransmission queue, flush all
queues, relurn outstanding SENDs, URGENTs or RECEIVEs with "user timeout,
conneclion aborted” (EP9), and delete the TCB.

ESTABLISHED STATE

User Commands

OFEN
Respond with "already OPEN" (EPB)
SEND or URGENT

Packetize the buffer, send or queue it for output. If there is insufficient space
{o remember this buffer, simply respond with"insufficient resources” (4).

RECEIVE

Reassemble queued incoming segments into receive buffer, and return to user.
Mark "end of letter” (EQL) if this is the case. If buffer size is not one octet
then do end-of-letter/buffer-size adjustment processing. If insufficient incoming
segments are queued to satisfy the request, queue the request. If there is no
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queue space to remember the RECEIVE, respond with “insufficient resources”
(4)

CLOSE

Queue this until all preceding SENDs or URGENTs have been packetized, then
form a FIN packet and send il. In any case, enter FIN-WAIT stale.

ABORT
Delete TCB and send a reset packel:
<SEQ SEND-SEQUENCE=><RST><ACK RECEIVE-SEQUENCE>

All gueued SENDs, URGENTs, and RECEIVEs should be given “reset” responses
{(P14); all packels queued for transmission {except for the RST formed above) or
retransmission should be flushed.

S5TATUS

Relurn state = ESTABLISHED; SEND-SEQUENCE, LEFT-SEQUENCE,
SEND-WINDOW, RECEIVE-SEQUENCE, RECEIVE-WINDOW, and other statistics,
as desired.

Incoming Packets

[Pape 26]

Check PKT=-SEQUENCE

All packels are gle.-i'narralh‘-r processed in sequence. Initial tests on arrival are used
to discard old duplicates, but further processing is done in PKT-SEQUENCE
order. If a packels contents siraddle the boundary between old and new, only
the new parls should be processed.

I RECEIVE-SEQUENCE <o PKT-SEQUENCE + MAX{PKT-LENGTH-1,0)
< RECEIVE-SEQUENCE + RECEIVE-WINDOW then packet is acceptable.
Otherwise if PKT-LENGTH is non-zero, an empty acknowledgment packet should
be sent:

<SEQ SEND-SEQUENCE><ACK RECEIVE-SEQUENCE>
In any case, unacceplable packets should be discarded.
ACK

If LEFT-SEQUENCE = < PKT-ACKNOWLEDGMENT <= SEND-SEQUENCE then
set LEFT-SEQUENCE = PKT-ACKNOWLEDGMENT. Any packets on the
relransmission queue which are thereby entirely acknowledged are removed.
Users should receive positive acknowledgments for buffers which have been
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SENT and fully acknowledged (ie., SEND buffer should be returned with "OK"
{0) response). If the ACK is a duplicale, it can be ignored.

. RST

All pending RECEIVEs, SENDs, and URGENTs receive "reset” (P14) responses.
All packet queues are flushed. The TCB is deleted. User also receives an
unsoliciled general "reset” signal {P14).

. SYN

lgnore the SYN. A packel carrying a SYN could not have passed through the
sequence check unless it had control or text lying beyond the SYMN which was
acceptable. To prevent repeat processing of controls or text, such packets could
be “"marked” so that all duplicate control or text is removed before they exit
sequence-number check,  Other marking strategies could be employed to

achicve the same effect.

. URG"

Signal user that remote side has urgent data (PL1) if the urgent pointer is in
advance of the data consumed. If the user has already been signalled (or is still
in the "urgenl mode") for this continuous sequence of urgent data, do not

signal the user again,

. Packe! text

Once in the ESTABLISHED slate, it is possible to deliver packel text fo user
RECEIVE buffers. Some preliminary packet reassembly may be required to form
valid segmenis from fragments created at a galeway. Text from segments can
be moved into buffers until either the buffer is full or the segment is empty. If
the segment empties and carries an EOL flag, then the user is informed, when
the buffer is refurned, that an EOL has been received. If the buffer size is not
one oclel then the end-of-lelier /buffer-size adjustment processing must be done.

. FIN

An ACK packel should be sent, acknowledging the FIN. The user should be
signalled "connection closing” (P12} and similar responses should be returned
for any oulstanding RECEIVEs which cannot be satisfied. Connection state
should be changed to CLOSE-WAIT.

. User Timeoul

If the user timeout expires on a packel in the retransmission queue, flush all
queues, relurn "user timeoul, connection aborted” (EP9) for all outstanding
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SENDs, URGENTs, and RECEIVEs, and delete the TCB. The user should receive
an unsclicited message of the same form (EP9).

FIN-WAIT STATE

User-Commands

1.

OPEN

Return "already OPEN" (EP6)

SEND or URGENT

Return "connection closing” (EP12) and do not service request.
RECEIVE

Reassemble and return a letter, or as much as will fit, in the user butfer. Queue
the request if it cannot be serviced immediately.

CLOSE

Strictly speaking, this is an error and should receive a “"connection closing”
{(EP12)} response.  An "ok” {0) response would be acceptable, too, as long as a
second FIN is not emitted.

ABORT
A resel packet (RST) should be formed and sent:
<SEQ SEND-SEQUENCE><RST><ACK RECEIVE-SEQUENCE>

Outstanding SENDs, URGENTs, RECEIVEs, CLOSEs, andfor packets queued for
retransmission, or packetizing, should be flushed, with appropriate “"connection
reset” (P]17).

STATUS

Respond wilh state = FIN-WAIT, SEND-SEQUENCE, LEFT-SEQUENCE,
SEND-WINDOW, RECEIVE-SEQUENCE, RECEIVE-WINDOW, and other statistical
information, as desired,

Incoming packets

[Page 28]

1. Check PKT-SEQUENCE

If RECEIVE-SEQUENCE <= PKT-SEQUENCE + MAX{PKT-LENGTH-1,0)
< RECEIVE-SEQUENCE + RECEIVE-WINDOW then packet sequence s

Fostel



June 1978

Poslel

DRAFT
TCP-4 Specification

Specification

acceplable. Otherwise, if PKT-LENGTH is non-zero, an ACK packet should be
sent:

<SEQ SEND-SEQUENCE><ACK RECEIVE-SEQUENCE>

In any case, an unacceplable packet should be discarded.

. ACK

If LEFT-SEQUENCE < PKT-ACKNOWLEDGMENT <= SEND-SEQUENCE, then
LEFT-SEQUENCE should be advanced appropristely and any acknowledged
packels deleted from the retransmission queue. SENDs or URGENTs which are
thereby completed can also be acknowledged to the user. ACK's outside of the
SEND-WINDOW can be ignored. If the retransmission queue is empty, the user’s
CLOSE can be acknowledged ("OK" (0)) and the TCB deleted.

. RST

All RECEIVEs, SENDs, and URGENTs slill outstanding should receive "reset”
(P14) responses. All packe! queues should be flushed and the connection TCB
doleted. User should also receive an unsolicited general "connection reset”

(P14) signal.

. SYN

This case should not occur, since a duplicate of the SYN which started the
current incarnation will have been filtered in the PKT-SEQUENCE processing.
Other SYN's could not have passed the PKT-SEQUENCE check at all (see SYN

processing for ESTABLISHED state).

. URG

Signal the user that the remole side has urgent data (P11} if the urgent pointer
is in advance of the data consumed. If the user has already been signalled (or is
still in the "urgenl mode") for this continuous sequence of urgent data, do not
signal the user again.

. Packet Texl

If there are outstanding RECEIVEs, they should be satisfied, if possible, with the
text of this packet, remaining text should be queued for further processing. If a
RECEIVE is salisfied, the user should be notified, with "end-of-letter”™ (EOL)

signal, If appropriate.
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7.

FIN

The FIN should be acknowledged. Return any remaining RECEIVEs with
"tonnection closing™ (P12) and advise user that connection is closing with a
general sipnal (P12). If the retransmission queue is not empty, then enter
CLOSING stale, otherwise, delete the TCB.

User Timeout

If the user timeout expires on a packet in the retransmission queue, flush all
queues, relurn "user timeoul, connection aborted” messages for all outstanding
SENDs, RECEIVEs, CLOSES or URGEMTs, send an unsolicited general message
of the same form to the user, and delete the TCB.

CLOSE-WAIT STATE

User Commands

[Pape 30]

1.

OPEN
Return “elready OPEN" error (EP6)
SEND or URGENT

Packelize any text to be sent and queue for output. If there is insufficient space
to remember the SEND or URGENT, return "insufficient resouces” (4}

RECEIVE

Since the remole side has already seni FIN, RECEIVEs must be satisfied by text
plready reassembled, bul nol yet delivered to the user. If no reassembled
packet text is awailing delivery, the RECEIVE should get a "connection closing”
(P12) response. Otherwise, any remaining tex! can be used to satisfy the
RECEIVE. In implemenialions which do not acknowledge packets until they have
been delivered inlo user buffers, lhe FIN packet which led to the CLOSE-WAIT
state will nol be processed until all preceding packel text has been delivered into
user buffers. Consequently, for such an implementation, all RECEIVEs in
CLOSE-WAIT state will receive the "connection closing” (P12) response.

. CLOSE

Queue this request until all preceding SENDs or URGENTs have been packetized;
then send a FIN packel, enter CLOSING state.
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5. ABORT
Flush any pending SENDs, RECEIVEs and URGENTs, returning “connection
resel” {P14) responses far them. Form and send a RST packet:
<SEQ SEND-SEQUENCE><RST><ACK RECEIVE-SEQUENCE>
Flush all packel queues and delele the TCB.
6. STATUS

Postel

Return slale = CLOSE-WAIT, all other TCB values as for ESTABLISHED case.

Incoming Packels

l.

Check PKT-SEQUENCE

I RECEIVE-SEQUENCE <= PKT-SEQUENCE + MAX{PKT-LENGTH-1,0}
< RECEIVE-SEQUENCE + RECEIVE-WINDOW then the packet seguence is
acceplable. Otherwise, if PKT-LENGTH is non-zero, an ACK should be sent:

<SEQ SEND-SEQUENCE=><ACK RECEIVE-SEQUENCE>

Unacceplable packets should be discarded. Others should be processed in
sequence number order,

ACK

If LEFT-SEQUENCE < PKT-ACKNOWLEDGMENT <= SEND-SEQUENCE, then
LEFT-SFQUENCE should be advanced appropriately end any acknowledged
packets removed from the retransmission queue. Completed SENDs or
URGENTs should be acknowledged to the user ("OK" (0) returns). ACK’s which
are outside the receive window can be ignored.

RST

All RECEIVEs, SENDs, and URGENTs still outslanding should receive “reset”
(P14) responses. Packel queues should be flushed and the TCB deleted. The
user should also received an unsolicited general "connection resel” signal
(P14).

SYN

This case should nol occur, since a duplicate of the SYN which started the
currenl conneclion incarnation will have been filtered in the PKT-SEQUENCE
processing. Other SYN's will have been rejected by this test as well {see SYN
processing for ESTABLISHED state).
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B.

URG

This should not occur, since a FIN has been received from the remote side.
lgnore the URG.

Packel text

This should nol occur, since a FIN has been received from the remocte side.
lgnore the packel text,

FIN

This should not occur, since a FIN has already been received from the remote
side. Ignore the FIN.

User Timeouwt

If the user limeout expires on a packet in the retransmission gueue, flush all
gqueues, return "user timeout, connection aborted" (EP9) for any outstanding
SENDs, RECEIVEs or URGENTs, send an unsolicited general message of the
same form to the user and delete the TCBE.

CLOSING STATE

User Commands

[Page 32]

1.

OPEN

Respond with "already OPEN" (EP6)
SEND, URGENT

Respond with "connection closing™ (EPL2)
RECEIVE

Respond with "connection closing” (EP12)
CLOSE

Respond with “connection closing” (EP12)
ABORT

Respond with "OK" (0) and delete the TCB; flush any remaining packet gueues.
If a CLOSE command is slill pending, respond "connection reset”™ (P14).
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6. STATUS

Return Stale = CLOSING along with other TCP parameters.

Incoming packels

1.

Check PKT-SEQUENCE

If RECEIVE-SEQUENCE <= PET-SEQUENCE + MAX{PKT-LENGTH-1,0)
< RECEIVE-SEQUENCE + RECEIVE-WINDOW then packet sequence s
acceplable.  Otherwise, if PKT-LENGTH is non-zero, an ACK packet should be
formed and sent:

<SEQ SEND-SEQUENCE><ACK RECEIVE-SEQUENCE=

In any case, an unacceplable packet should be discarded.

. ACK

H LEFT-SEQUENCE < PKT-ACKNOWLEDGMENT <= SEND-SEQUENCE, then
LEFT-SEQUENCE should be advanced and any acknowledged packets deleted
from the retransmission gqueue. SENDs or URGENTs which are thereby
completed can also be acknowledged to the user. ACK's outside of the
SEND-WINDOW can be ignored.

. RST

Any oulstanding RECEIVEs, SEND, and URGENTs should receive “reset”
responses (P14). All packel queues should be flushed and the TCB deleted.
Users should also receive an unsolicited general “connection reset” (P14)

signal,

. Packet text or control

No olher control or fex! should be sent by the remote side, so packets
containing non-zero PKT-LENGTH should be ignored.

. User Timeout

If the user limeout expires on a packel in the retransmission queue, flush all
queues, return "user timeoul, connection aborted” (EP9) responses for all
outstanding SENDs, URGENTs, RECEIVEs, or CLOSEs, send an unsolicited
message of the same form (EP9) to the user and delete the TCB.
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3.3. Header Format

All inlernetwork packets (TCP and olherwise) have a basic internet header consisting of
cource and destination addresses, and header and total length fields, among others. A TCP
header follows the internel header, supplying information specific to the TCP prolocel. This
division allows for the existence of internet protocols other than TCP, and for

experimentalion with TCP varialions.

TCP Header Format

B 1 2 3
P1234567890123456789B81236456783081
e o o Tt T e e e o P St Bt At s et et &
! Sequence Number !
S T e et Rt et St it sk
! Acknouledgement Number !
S S s ot T R T A e e St TL s Tt ot St et 2
| Data Ix x x x!0IUIAIBIEIRISIF! !
Dffset!x x x x!PIRICIO!IO!ISIYI]! Windowu- !

I » e w!TIGIKILILITININ! !
S T N S S ST S S B e s st 2t R Sl DL DL b et ks
Checksum ! Urgent Pointer !

SO SRR S T SN BUSE ST WU S S SR S S B B B BRI S S A
W v < TCP Options ! Padding !
T T o B e e e B Tt St o ot ot el et (ht st it st skt e bt sl shts o
! tata !
S e s o T e o e ot et St et ek &

g

Example TCP Header
Nole that one tick mark represents one bit position.
Figure 5.
Sequence Number: 32 bils
The sequence number of the first data octet in this packet.

Ackrowledgement Number: 32 bils

If the ACK control bit is sel this field contains the value of the next sequence number the
sender of the packet is expecting to receive.
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Data Offset: 4 bils

The number of 32 bil words in the TCP Header. This indicates where the data begins.
Reserved: 4 bils

Reserved for future use.
Control Bils: 8 bits (from left to right):

DFT: DOption Fieldls) present

URG: Urgent Pointer field significant
ACK: Acknouledgment fleld significant
BOL: PBegin of Letter

E(L: End of Letter

FH51: Heset the connection

S5¥YN: Suynchronize sequence numbers
FIN: No more data from sender

Window: 16 bils

The number of dala oclets beyond the one indicated in the acknowledgment field which
the scnder of this packet is willing to accept.

Checksum: 16 bils

The checksum field is the 16 bit one’s complement of the one’s complement sum of all
16 bil words in lhe header and text, except that unchecksummed option fields are
replaced with zeros in the computation. If a packet contains an odd number of header
and lext oclets to be checksummed, the lasl octet is padded with zeros to form a 16 bit
word for checksum purposes. The pad is not transmitted as part of the packet.

Urgent Pointer: 16 bils

This field communicates the current value of the urgent pointer as a positive offset from
the sequence number in this packel. This field should only be interpreted in packets with
the URG control bit sel.

TCP Oplions: wariable

Oplions may occupy space at the end of the TCP header, and are a multiple of 8 bits in
length. All options have the same basic formal:

Option length: 8 bils

Length in octets (including the two octets of length and kind information)
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Optlion kind: B bits

If the high order bit is sel this option is nol included in the checksum calculation.
Options are ordinarily included in the checksum.

There are two special cases for oplions.

The first is the option whose length field is zero. This marks the end of the option
list. Only one oclel is associated with this option, the length octet itself.

The second is the option whose length field is one. This option serves as padding
and is also one oclel long. This option does not terminate the option list.

Nole thal the list of oplions may be shorler than the header length field might
imply. The content of the header beyond the end-of-option mark should be header
padding (i.e. zero). The two special oplions are included in the checksum of the
packetf,
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Currently defined options include (kind indicaled in octal):

Kind Length Meaning

Béﬂ 1 End of option list (checksummed]}.,

Bal 1 Padding (checksummed).

168 - Reserved.

181 4 Packet Label-sequence number for
debugaing purposes.

182 4 Secure Open - used by TCP's
communicating with BCR security
system.

183 f Secure Close-used by TCP's
communicating with BCR security
system,

185 4 Buffer size, in octets.

384 & TCP timestamp for diagnostics (not

checksummed) .

Bulfer Size Oplion Data: 16 bils

If this option is present then it communicates the receive buffer size for process at
the TCP which sends this packel. This field should only be sent in packets with both
the OPT and SYN control bils sel.

Padding:

Paclding fields are used o ensure thal the protocol specific (e.g. TCP) header and the
dala begin on 32 bil word boundaries.

3.4. Discussion
The main jobs of the TCP are:
a. Conneclion management, that is establishing and closing connections.
b. Packaging of outpoing user letlers into segments for internet transmission.
¢. Reassembly of incoming segmenls into letlers for deliver to users.
d. Flow control, sequencing, duplicate detection, and retransmission for each connection.
e. Processing user requesls for service.
" Sequence Numbers

A fundamental notion in the design is that every octet of data in an TCP segment has a
sequonce number. Since every oclet is sequenced, each of them can be acknowledged
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individually or colleclively. In parlicular, the acknowledgment mechanism employed is
cumulative so that an acknowledgmenl of sequence number X indicates that all octets up
lo bul nol including X have been received, This mechanism allows for straight-forward
duplicate deleclion in the presence of retranzmission.

Il is essential 1o remember that the actual sequence number space is finite, though very
large. In the currenl desipn, this space ranges from O to 22432 - 1. Since the space is
finile, all arithmetic dealing with sequence numbers must be performed modulo Z2++32.
This unsigned arilhmelic preserves the relationship of sequence numbers as they cycle
from 24#¢32 - | lo O again., The typical kinds of sequence number comparisons which
the TCP must perform include:

{(a) Determining thal an acknowledgement refers to some sequence number sent but
not yel acknowledped.

(b) Determining that all sequence numbers occupied by a packet have been
acknowledged (e.p. to remove the packet from a retransmission queue).

{c) Determining that an incoming packe! contains sequence numbers which are
expecled (i.e. thal the packet "overlaps” the receive window).

The TCP typically mainfains stalus information about each connection, as is illustrated in
fipure B, below.
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older sequence numbers newer sequence numbers
‘ ] L A 5 .8
HL T1 H2 T2 H3 T3
Lomeme seguence space -----2

TCP State Informalion for Sending Sequence Space
Figure E

L = oldesl, unacknowledged sequence number

S = nexl sequence number to be senl

A = acknowledgement (next sequence number expecled by the acknowledging TCP)

Hi) n first sequence number of the i-th p‘amel

T(i} = lasl sequence number of the i-th packet
An acceplable acknowledgement, A, is one for which the inequality below holds:

O<(A-L)<=(5-1) (1}
We will often write inequality {1} in the form below:

L<hA<=§ (2)

Nole thal all arithmelic is module 2##32 and that comparisons are unsigned. "<="
means “less than or equal.”

Similarly, the determination that a parlicular packet has been fully ecknowledged tan be
macle if the equalion below holds:

0 < (T(i) - L) < (A - L) (3
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In this instance, H{i) and T(i} are related by the equation:
TG) = H(i) + nfi) - 1 (4)

where nli) = the number of oclels occupied by the data in the packet. It is important
to note that n(i) must be non-zero; packels which do not occupy any sequence space
{(e.g. emply acknowledgement packels) are never placed on the retransmission queus,
so would nol go through this particular test.

Finally, a packet is judged to occupy a porlion of valid receive sequence space if
0 <~ (T -N)<(R-N) (5}

Where T is the lasl sequence number occupied by the packet, N is the next sequence
number expected on an incoming packet, and R is the right edge of the receive
window, as shown in figure 7.

older sequence numbers newer sequence numbers
H el o ‘ R
Hl T1 H2 T2 H3 T3

Receive Sequence State Information
Figure 7.

N = next sequence number expected on incoming packels

R = lasl sequence number expected on incoming packels, plus one

Hii) = first sequence number occupied by the i-th incoming packet

T(i) = last sequence number occupied by the i-th incoming packet
R and N in figure 7 are related by the equation:

R=N+W {6)

Where W = the receive window size
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Mole that the acceplance test for a packet, since it requires the end of a packet to lie in
the window, is somewhat more restriclive than is absolutely necessary. If at least the
first sequence number of the packet lies in the receive window, or if some part of the
packet lies in the receive window, then the packet might be judged acceptable. Thus, in
fipure 7, at least packets 1 (H{1)-T{1})) and 2 (H{2)-T(2)} are acceptable by the strict
rule and packel 3 (H(3)-T(3} may or may nol be, depending on the strictness of
inlerpretation of the rule.

MNole that when R = N, the receive window is zero and no packets should be acceptable
cxcepl ACK packels. Thus, it should be possible for a TCP to maintain a8 zero receive
window while transmilling dala and receiving ACKs on a non-zero send window.

We have taken advantape of the numbering scheme {o prolect certain control information
as well. This is achieved by implicilly including some control flags in the sequence space
s0 they can be retransmitted and acknowledged without confusion (i.e. one and only one
copy of the control will be acled upon). Control information is not physically carried in
the packel dala space. Consequently, we must adopt rules for implicitly assigning
scguence numbers to control. The SYN and FIN are the only controls requiring this
protection, and these controls are used only at conneclion opening and closing. For
scquence number purposes, the SYN is considered to occur before the first actual data
oclel of the packel in which it occurs, while the FIN is considered to occur after the last
aclual data oclet Ih a packel in which it occurs. The packet length includes both data
and sequence-space-occupying contrals,

Initial Sequence Number Selection

The prolocol places no restriction on a particular connection being used over and over
apain.  New instances of a connection will be referred to as incarnations of the
connection. The problem thal arises owing to this is, "how does the TCP identify
duplicale packets from previous incarnations of the connection?”. This problem becomes
harmfully apparent if the conneclion is being opened and closed in quick succession, or if
the connection breaks with loss of memory and is then reestablished.

The essence of the solution [Tomlinson74] is that the initial sequence number (ISN)
mus! be chosen so that a particular sequence number can never refer to an "old" octet.
Once the connection is eslablished the sequencing mechanism provided by the TCP
filters oul duplicates.

For a conneclion to be established or initialized, the two TCP's must synchronize on each
olher's initial sequence numbers. This is done in an exchange of connection establishing
messapges carrying a control bit called "SYN" (for synchronize) and the initial seguence
numbers, as a shorthand messapes carrying the SYN bit are also called "SYNs". Hence
the solution requires a suitable mechanism for picking an initial sequence number, and a
slighlly involved handshake to exchange the ISN's. A "three way handshake” is
necessary because sequence numbers are not tied to a global clock in the network, and
TCP's may have different mechanisms for picking the I1SN's. The receiver of the first
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SYN has no way of knowing whether the packel was an old delayed one or not, unless it
remembers the lasl sequence number used on the connection (which is not always
possible), and so it musl ask the sender to verify this SYN.

The “three way handshake” and the advantages of a "clock-driven” scheme are
discussed in [Tomlinson74] More on the subject, and algorithms for implementing the
tlock-driven scheme can be found in [Dalal74, Dalal75, Cert76b].

Knowing When to Keep Quiel

A basic goal of the TCP design is 1o prevent packets from being emitted with sequence
numbers which duplicate those which are still in the network. We want to assure this
even if a TCP crashes and loses all knowledge of the sequence numbers it has been
using. When new connections are created, an inilial sequence number (ISN) generator is
employed which sclecls a new 32 bit ISN. The generator is bound to a (possibly
ficlitious) 32 bit clock whose low order bit is incremented roughly every 4 microseconds.
The ISN thus cycles every 455 hours, approximately. Since we assume that packets will
stay in the network no more than tens of seconds or minutes, at worst, we can
reasonably assume thal ISN's will be unigue.

To be sure that a TCP does not create a packet that carries a sequence number which
may be duplicated by an old packet remaining in the network the TCP must keep quiet
for a maximum packel lifetime (MPL) before assigning any sequence numbers upon
starting up or recovering from a crash in which memory of sequence numbers in use was
lost. For this specification the MPL is taken 16 be 2 minutes. This value may be
changed if expericnce indicates it is desirable to do so. Note that if a TCP is reinitalized
in some sense yel retains its memory of sequence numbers in use, then it need not wait
at all; it must only be sure to use sequence numbers larger than those recently used.

Il should be noled that this strategy does not protect against spoofing, or other replay
lype duplicate messape problems.

E«lablishing a connection

The ™hree-way handshake” is essentially a unidirectional attempt to establish a
conneclion, i.e. there is an initialor and a responder. The TCP can also establish a
connection when a simultaneous initialion occuis. A simultaneous attempt occurs when
one TCP receives a "SYN" packet which carries no acknowledgement after having sent a
"SYN" earlier. Of course, the arrival of an old duplicate "SYN" packet can potentially
make il appear, to the recipient, that a simultaneous connection initiation is"in progress.
Proper use of “resel” packels can disambiguate these cases, Several examples of
conneclion initialion are offered below, using a notation due to Tomlinson. Although
these examples do not show connection synchronization using data-carrying packets, this
is perfectly legitimale, so long as the receiving TCP doesn't deliver the data to the user
until it is clear the dala is valid {i.e. the dala must be buffered at the receiver until the
connection reaches the ESTABLISHED state {see figure 3)).
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The simplest three-way handshake is shown in figure & below. The figures should be
inlerpreted in the following way. Each line is numbered for reference purposes. Right
arrows (--») indicale departure of a TCP packet from TCP A to TCP B, or arrival of a
packel at B from A, Lefl arrows (<--), indicate the reverse. Ellipsis (..) indicates a packet
which is slill in the network (delayed). An "XXX" indicates a packel which is lost or
rejected. Comments appear in parentheses. TCP stales are keyed to those in figure 3,
and represent the state AFTER the departure or arrival of the packet {whose contents are
<hown in the center of each line). Packel contents are shown in abbreviated form, with
sequence number, control flags, and ACK field. Other fields such as window, addresses,
lengths, and text have been left oul, generally, in the interest of clarity.

P A TCP B
1. OPEN OPEN
2. SYN-SENT  --> <SEO 18@><SYN> —-> SYN-RECEIVED

3. FESTABLISHED <-- <SEO0 3BB><SYN><ACK 181> <-- SYN-RECEIYED
4, ESTABLISHED --» <SEQ 181><ACK 3Bl> --> ESTABLISHED
5. ESTABLISHED --> <S5EQ 1B1><ACK 3B1><DATA> --> ESTABLISHED
Ba';i;& 3-Way Handshake Ifnr Connection Synchronization
Figure B

In line 2 of figure 8 TCP A begins by sending a SYN packet indicating that it will use
scquence numbers starling with sequence number 100. In line 3, TCP B sends a SYN
antl acknowledges the SYN it received from TCP A. Note that the acknowledgement field
indicates TCP B is now expecling lo hear sequence 101, implicitly acknowledging the
SYN which occupied sequence 100.

At line 4, TCP A responds with an emply packet containing an ACK for TCP B's SYN, and
in line 5, TCP A sends some data. Nole that the sequence number of the packet in line
& ic the same as in line 4 because the ACK does nol occupy sequence number space (if
it did, we would wind up ACKing ACK's!).

Simullancous initialion is only slightly more complex, as is shown in figurle 9. Each TCP
cycles from OPEN lo SYN-SENT to SYN-RECEIVED to ESTABLISHED.

The principle reason for the three-way handshake is to prevent old duplicate connection
initiations from causing confusion. To deal with this, a special control message, RESET,
has been devised. A TCP which receives a RESET message first verifies that the ACK
ficld of the RESET acknowledges something the TCP sent (otherwise, the message is
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ipnored). If the receiving TCP is in a non-synchronized state (ie. SYN-SENT,
SYN-RECEIVED), it returns to OPEN on receiving an acceptable RESET. |If the TCP is in
one of the synchronized states (ESTABLISHED, FIN-WAIT, CLOSE-WAIT, CLOSING) it
aborts the conneclion and informs its user. We discuss this latter case under

"half-open” conneclions below.

TCP A TCP B
1. OPEN DFEN
2. SYN-SENT --» <5E0 188><5YN> AT

3. SYN-RECEIVED <-- <SEO 3B8><5YN- <-- SYN-SENT

4., «vo <SEQ 18B><SYN> --> SYN-RECEIVYED

5. SYN-RECEIYED --> <SEO0 1Bl=<ACK 381> ...

6. ESTABLISHED <-- <SEQ0 3B1»<ACK 1Bl> <-- SYN-RECEIVED

7. .++ <5EQ 181><ACK 381> --> ESTABLISHED
Simultaneous Connection Synch;nnitation

Figure 9.
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CP A TCh B
1. OPEN OPEN
2. SYN-SENT --» <5EQ 1B8><5YN> Vi
3. flduplicate) ... <5E0 188B><SYN= --= SYN-RECEIVED

4,  SYN-SENT <-- <SE0 388><5YN><ACK 188l> <-- SYN-RECEIVED

. 5.  GYN-SENT --» <SEQ 1BB1><RST><ACK 381> --> OPEN
' {ACK is ok)
E. ++» <5EQ 108><5YN> --> SYN-RECEIVED

7. SYN-SENT <-- <5E0 4BB><SYN><ACK 181> <-- SYN-RECEIVED
8. ESTABLISHED --> <SEO 1B1><ACK 4B1> --> ESTABLISHED
Recavery from Old Duplicate SYN
Figure 10.

A a simple example of recovery from old duplicates, ‘consider figure 10. At line 3, and
old duplicale SYN arrives at TCP B. TCP B cannot tell that this is an old duplicate, so it
responds normally (line 4). TCP A delects that the ACK field is incorrect and returns a
RST (reset) with its SEQ and ACK fields selecled io make the packet believable. TCP B,
on receiving the RST, returns to the OPEN state. When the original SYN (pun intended)
finally arrives at line 6, the synchronization proceeds normally. If the SYN at line & had
arrived before the RST, 8 more complex exchange might have occurred with RST's sent
in both direclions.

Half-Open Conneclions and Other Anomalies

An eslablished connection is said to be “hali-open" if one of the TCP’s has closed or
aborled the conneclion at ils end withoul lhe knowledge of the other, or if the two ends
of the connection have become desynchronized owing to a crash that resulted in loss of
memory.  Such connections will aulomatically become reset if an attempt is made to send
dala in either direclion. However, half-open connections are expected to be unusual, and
the recovery procedure is mildly involved,

If at sile A the connection no longer exists, then an attempt by the user at site B to send
any dala on it will result in the site B TCP receiving a RESET control message. Such a
message should indicate to the site B TCP thal something Is wrong and it is expected to
ABORT the connection.
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Assume that two user processes A and B are communicating with one another when a
crash occurs causing loss of memory lo A's TCP. Depending on the operating system
supporling A's TCP, it is likely thal some error recovery mechanism exists. When the
TCP is up again A is likely lo star! again from the beginning or from a recovery point. As
a resull A will probably try to OPEN the connection again or try to SEND on the
connection it believes open. In the lalier case it receives the error message "connection
nol open” from the local TCP. In an altempl to establish the connection A's TCP will
send a packel containing SYN. This scenario leads to the example shown in figure 11
After TCP A crashes, the user attempls to re-open the connection. TCP B, in the
meanlime, thinks the connectlion is open.

TCF A TCP B
1. (CRASH) (send 2BB,receive 1B8)
2. DOPEN ESTABLISHED
3. BSBYN-SENT --> <SE0 4B@><SYN> ——= (27}
4. L11) <-- <SE0 388><ACK 188> <-— ESTABLISHED

5. SYN-SENT --> <SE0 188><RST><ACK 388> --> (Abort!!)
Half-Open Connection Discovery
Figure 11.

When the SYN arrives at line 3, TCP B, being in a synchronized state, responds with an
acknowledgment indicating whal sequence it next expects to hear (ACK 100). TCP A
sces that this packel does not acknowledge anything it sent and, being unsynchronized,
sends a resel (RST) because it has detecled a half-open connection. TCP B aborts at line
5, 1CP A will continue to retransmit its SYN and if the user at TCP B re-opens the

connection, eventually everything will work oul.

An interesting alternalive case occurs when TCP A crashes and TCP B tries to send data
on whalt it thinks is a synchronized connection. This is illustrated in figure 12. In this
case, the data arriving at TCP A from TCP B (line 2) is unacceptable because no such
conneclion exists, so TCP A sends a RST. The RST is acceptable so TCP B processes it
and aborls the connectlion.

In figure 13, we find the two TCP's A and B with passive connections waiting for SYN.
An old duplicale arriving at TCP B (line 2) stirs B into ection. A SYN-ACK is returned
(line 3) and causes TCP A to generate a RST (the ACK in line 3 is not acceplable). TCP
B accepls the reset and returns to its passive OPEN state.
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TCP A TCP B
(CRASH) (send 388, receive 188)
(?7) <-- <S5E0 388><ACK 1PB><DATA 18> <-- ESTABLISHED

--> «SE0 1P@><R5T><ACK 318> -=-> (ABORT!!)

Aclive Side Causes Half-Open Connection Discovery

Figure 12.
TCP A TCP B
OPEN DOFEN
«s. <5EQ Z2><SYN= --» SYN-RECEIYED

(??) <-- <SEQ K><SYN><ACK Z+l> <-- SYN-RECEIVED
--> <GF0 Z+1><AST><ACK K+l> --> (return to OPEN!)
OPEN DPEN
Old Duplicale SYN Initiates a Reset on two Passive Sockels

Figure 13.

A variely of other cases are possible, all of which are accounted for by the following rules
for RST generation and processing.

Renel Goneration

As a peneral rule, resel (RST) should be sent whenever a packet arrives which
apparently is nol intended for the current or a future incarnation of the connection. A
reset should not be sent if it is not clear that this is the case. Thus, if any packet
arrives for a nonexistant connection, a reset should be sent. If a packet ACKs
somelhing which has never been senl on the current connection, send reset.

ik If the connection is in any non-synchronized state (OPEN, SYN-SENT,
SYN-RECEIVED) or if the conneclion does nol exist, a reset (RST) should be formed

and sent for any packet that does not acknowledge something the receiver sent
earlier. The RST should take its SEQ field from the ACK field of the offending packet
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(if the ACK conlrol bit was set) and its ACK field should acknowledge all data and
contral in the offending packet.

2. If the connection is in a synchronized state (ESTABLISHED, FIN-WAIT,
CLOSE-WAIT, CLOSING), any unacceplable packet should elicit only an empty
acknowledgment packet containing the currenl send-sequence number and an
acknowledgment indicaling the next sequence number expected to be received.

Hesel Processing

All RST (resel) packels are validated by checking their ACK-fields and SEQ fields (if
appropriale). If the RST acknowledges something the receiver sent (but has not yet
received acknowledgment for), the RST must be valid. RST packels will have ACK
ficlds which acknowledge any data and control in the offending packet to assure
acceplabilily of the RST.

The receiver of a RST first validates it, then changes state. If the receiver was in a
non-synchronized state (OPEN, SYN-SENT, SYN-RECEIVED) it returns to the OPEN
state (possibly modifying the foreign socket specification in the process). If the
receiver was in a synchronized stale (ESTABLISHED, FIN-WAIT, CLOSE-WAIT,
CLOSING), it aborts the connection and advises the user.

Closing a Connectlion

CLOSE is an operalion meaning "I have no mdre data to send.” The notion of closing a
full-duplex conneclion is subject to ambiguous interpretation, of course, since it may not
be obvious how fo freal the receiving side of lthe connection. We have chosen to treat
CLOSE in a simplex fashion. The user who CLOSES may continue to RECEIVE until he is
told that the other side has CLOSED also. Thus, a program could initiate several SENDs
followed by a CLOSE, and then continue to RECEIVE until signalled that a RECEIVE failed
because the other side has CLOSED. We assume thal the TCP will unilaterally inform a
user, even il no RECEIVEs are outstanding, that the other side has closed, so the user
can lerminate his side gracefully. A TCP will reliably deliver all butfers SENT before the
conneclion was CLOSED so a user who expects no data in return need only wait to hear
Ihe conneclion was CLOSED successfully to know that all his data was received at the
deslinalion TCP.

There are essentially three cases:
1) The user initiates by telling the TCP to CLOSE the connection
2) The remote TCP initiates by sending a FIN control signal

3) Both users CLOSE simultaneously
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Cane 1: Local user iniliates the close

In this case, a FIN packel can be constructed and placed on the outgoing pachket
queoue.  No further SENDs from the user will be accepted by the TCP, and it enters the
FIN-WAIT slale. RECEIVES are allowed in this state. All packets preceding and
including FIN will be retransmitted until acknowledged. When the other TCP has both
acknowledged the FIN and sent a FIN of its own, the first TCP can ACK this FIN and
delele the connection (see figure 3). It should be noted that a TCP receiving a FIN
will ACK but not send ils own FIN until the user has CLOSED the connection also.

Case 2: TCP receives a FIN from the network

If an unsolicited FIN arrives from the network, the receiving TCP can ACK it and tell
the user that the connection is closing. The user should respond with a CLOSE, upon
which the TCP can send a FIN to the other TCP. The TCP then waits until its own FIN
is acknowledped whereupon it deletes the connection. If an ACK is not forthcoming,
afler a timeout lhe connection is aborted and the user is told.

Case 3: bolh users close simultaneously

A simultaneous CLOSE by users at both ends of a connection causes FIN packets to
be exchanged. When all packels preceding the FIN have been processed and
acknowledged, each TCP can ACK the FIN it has received. Both will, upon receiving
these ACKs, delele the connection.

End of Letter Sequence Mumber Adjustments

The difference belween the sequence numbers of the first octets of data in any pair of
lellers on a given conneclion is always equal zero modulo the receive buffer size. That
is, wherever an EOL is transmilled, the sender advances his send sequence number by
an amount (in the range O to buffersize-1) sufficient to consume all the unused space in
the receiver’s buffer. The amount of space consumed in this fashion is deducted from
the send window just as is the space consumed by actual data.

An EOL signals the consumption of the rest of the space in the buffer and that the data
sequence numbers reflect that, The exchange of buffer size and sequencing information
is done in units of oclets. If no buffer size is stated, then the buffer size Is assumed to

be | octet.

The receiver tells the sender the size of the buffer in a SYN packet that contains the 16
bit buffer size data in an option field in the TCP header, the presence of the field being

sipnaled by the OPT control bil.

Il a letler starts at sequence number x and is n octets long and the buffer size is m
oclels, then the next letter starls at x+im, where i is 8 positive integer such that

im>n>{-1m,
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If a buffer size is specified and then all receive buffers provided by the user must be
exaclly thal size, otherwise the TCP should return an error indication.

The Communication af Urgenl Information

The urpent mechanism is used to indicale the need for special processing of the data
traversing the connection. This mechanism permits a point in the data stream to be
desipnaled as the end of "urgent” information. Whenever this point is beyond the left
window edge el the receiving TCP, that TCP so informs the application program, so the
propram can switch into a mode of operation intended to scan through the data up to the
urpent pointer in an attempt lo exiract the urgent information. The exact nature of this
scan depends on the higher level protocol being employed, but would typically involve
discarding informalion.

As soon as an urgent pointer is in advance of the left edge the TCP should tell the user
fo go into "read fasl”™ mode, when left edge catches up to urgent pointer the TCP should
tell user lo go into "read normal” mode. If the urgenlt pointer is updaled while the user
is in "read fasl” mode, the updale will be invisible to the user.

The melhod employs a urgent field which is carried in all packets transmitted. A control
bit (URG) indicates that the 16-bit field is meaningful and should be added to the packet
sequence number to yield the urgent pointer. The absence of this bit indicates that the
urpent pointer has not changed.

It should be mentioned thal coordinating the trgent pointer with a letter boundary acts to
insure timely delivery of the urgent informalion to the destination process.

3.5, Examples
Exanples are needed.
3.6. Inlerfaces

The tunctional deseriplion of user commands to the TCP is, at best, fictional, since every
operaling system will have different facilities. Consequently, we must warn readers that
various TCP implementations may have different user interfaces. These will all be TCP’s, as
long es conirol messapes are properly interpreted or emilied, as required. In spite of this
taveal, it appears useful o have al least one concrete view of a user interface to aid in
thinking about TCP-derived services,
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TCP User Commands

Postel

The following sections functionally characlerize a USER/TCP interface. The notation used
is similar 1o most procedure or function calls in high level languages, but this usage is
not meant to rule oul trap type service calls {e.g. SVC's, UUO's, EMT’s,...).

The user commands described below specify the basic functions the TCP will perform to
support interprocess communicalion. Individual implementations should define their own
exact format, and may provide combinalions or subsets of the basic functions in single
calls. In parlicular, some implementalions may wish to automatically OPEN a connection
on the first SEND, RECEIVE, or URGENT issued by the user for a given connection.

In providing interprocess communication facilities, the TCP must not only accept
commands, but must also return information to the processes it serves. The latter

consisis of:

(a) general information about a connection [e.g., interrupts, remote close, binding of
unspecified foreign socket]

(b) replies to specific user commands indicating succcess or various types of failure.

Allhough the means for signalling user processes and the exact format of replies will vary
from one implementation to another, it would promole common understanding and
tesling if a common set of codes were adopted. Such a sel of event codes is described

below,
Open
Formal: OPEN (local port, foreign sockel [, butfer size] [, timeout])

We a:sume that the local TCP is aware of the identity of the processes it serves and
will check the authority of the process to use the connection specified. Depending
upon lhe implementation of the TCP, the source nelwork and TCP identifiers will either
be supplied by the TCP or by lhe processes that serve it [e.g. the program which
inlerfaces the TCP to its packet switch or the packet switch itself]l These
considerations are the resull of concern about security, to the extent that no TCP be
ahle to masquerade as anolher one, and so on. Similarly, no process can masquerade
as anolher without the collusion of the TCP.

If no foreign socket is specified (ie. the foreign socket parameter is 0), then this
constititules a LISTENING local socket which can accept communication from any
foreign socket. Provision is also made for parlial specification of foreign sockets.

If the specified connection is already OPEN, an error is returned, otherwise a
full-duplex transmission control block (TCB) is created and partially filled in with data
from the OPEN command parameters. The TCB format is described in more detail in

section 5.4,

[Page 51]



DRAFT June 1978

TCP-4 Specification
Specification

Mo nelwork tralfic need be generaled by the OPEN command. The first SEND or
URGENT by the local user or the foreign user will typically cause the TCP to
synchronize ({i.e. establish) the connecltion, although synchronization could be
immediately initialed on non-listening opens.

The buffer size, if present, indicates that the caller will always receive data from the
connection in that size of buffers,

The timeout, if presenl, permits the caller to set up a timeout for all buffers
Iransmitted on the connection. If a buffer is nol successfully delivered to the
deslination within the timeout period, the TCP will abort the connection. The present
global defaull is 30 seconds. The bufier retransmission rate may vary, and is the
responsibility of the TCP and nol the user. Most likely, it will be related to the
measured Lime for responses from the remote TCP,

Depending on the TCP implementation, either a local connection name will be returned
fo the user by the TCP, or the user will specify this local connection name (in which
cate anolher paramecler is needed in the call). The local connection name can then be
used as a shorl hand ferm for the conneclion defined by the <local socket, foreign
socket> pair,

Send

Formal: SENDX{lpcal conneclion name, buffer address, byte count, EOL flag [,
limeoul ]) ’ ' 2=

This call causes the dala contained in the indicated user buffer te be sent on the
indicaled connection. If the conneclion has not been opened, the SEND is considered
an error. Some implementations may allow users to SEND first, in which case an
aulomatic OPEN would be done. If the calling process is not authorized to use this
conncclion, an error is returned.

If the EOL flag is sel, the dala is the End Of a Lelter, and the EOL bit will be set in
lhe lasl inlernetwork packet created from the buffer. If the EQL flag is not set,
subsequent SENDs will appear to be parl of the same letter. ]

If no foreign sockel was specified in the OPEN, but the connection is established (e.g.
because a LISTENing connection has become specific due to a foreign packet arriving
for the local socket]) then the designaled buffer is sent to the implied foreign socket.
In general, users who make use of OPEN with an unspecified foreign socket can make
use of SEND without ever explicitly knowing the foreign socket address.

Howewver, if a SEND is allempted before the foreign socket becomes specified, an
error will be returncd. Users can use the STATUS call to determine the status of the
conncction. In some implementations the TCP may notify the user when an unspecified
sochkel is bound. :
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i a timeout is specified, then the curren! timeout for this connection is changed to the
now one.

In the simplest implementalion, SEND would not return control to the sending process
unlil either the ltransmission was complele or the timeout had been exceeded.
However, this simple method is both highly subject to deadlocks (for example, both
cides of the connection might try to do SENDs before doing any RECEIVEs) and offers
poor performance, so il is nol recommended. A more sophisticated implementation
would return immedialely to allow the process to run concurrently with network /0,
and, furthermore, to allow multiple SENDs to be in progress. Multiple SENDs are
served in first come, first served order, so the TCP will queue those it cannot service

immediately,

We have implicitly assumed an asynchronous user interface in which a SEND later
elicits some kind of SIGNAL or pseudo-interrupt from the serving TCP. An alternalive
i fo relurn a response immedialely. For instance, SENDs might refurn immediate
local acknowledgment, even if the packet sent had not been acknowledged by the
distan! TCP. We could optimistically assume eventual success. |f we are wrong, the
conneclion will close, anyway, due to the timeout. In implementations of this kind
(«ynchronous), there will still be some asynchronous signals, but these will deal with
{he conneclion itself, and not with specific packets or letters.

NOTA BENE: In order for the process lo distinguish among error or success
indications for different SENDs, it might be appropriate for the buffer address to be
returned along with the coded response to the SEND request. We will offer an example
evenl code formal below, showing the information which should be returned to the
calling process.

Receive

Format: RECEIVE (local connection name, bulfer address, byte count)

Thiz command allocates a receiving buffer associated with the specified connection. If
no OPEN precedes this command or the calling process is not authorized to use this .
conneclion, an error is returned.

In the simplesl implementation, control would not return to the calling program until
either the buffer was filled, or some error occured, but this scheme is highly subject to
deadlocks. A more sophislicated implementation would permit several RECEIVEs to be
oulstanding al once. These would be filled as letters, segments or fragments arrive.
This siralegy permits increased throughput, at the cost of 2 more elaborate scheme
(possibly asynchronous) to nolify the calling program that a letter has been received

or a bufter filled.

If insufficient buffer space is given to reassemble a complete letter, the EOL flag will
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